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THE RISKS OF PROVIDER
DEPENDENCY IN
SAAS |AM SOLUTIONS

DAVID NEUMAN, LEAD ANALYST, TAG

TAG

INTRODUCTION

Welcome to the era of cloud computing and Software-as-a-Service (Saas)
deployments! Identity and Access Management (IAM) has become a global
concern for security teams with the rising adoption of SaasS applications in
the enterprise environment. Before we delve into the intricacies of the risks
associated with IAM provider dependency, let's first understand the Shared
Responsibility Model under the Cloud Star Alliance (CSA) methodology.

SHARED RESPONSIBILITY MODEL: A PRIMER

A delicate balance exists between vendors and customers in the vast
landscape of cloud services. The Shared Responsibility Model explains this
balance in the domain of security and compliance. The basic principle?
Both parties share the responsibility of ensuring that cloud services

are secure.

* Vendors are typically tasked with the duty to guarantee the
infrastructure’s security. This encompasses the physical hardware, data
centers, and the foundational software components of their service.

» Customers, on the other hand, are usually responsible for securing the
data they host within the cloud platform and the way their users’ access
and utilize the services. In other words, you are responsible for your data,
devices, and identities.

In the context of SaaS IAM solutions, this shared responsibility can be
visualized as two sides of the same coin, complementing each side.
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STEPS CUSTOMERS CAN TAKE IN NAVIGATING
IAM SHARED RESPONSIBILITIES

Regarding SaasS IAM solutions within the Shared Responsibility Model, the
onus largely falls on customers to actively manage and secure their user
identities and data to avoid misunderstanding vendor capabilities and
dependencies. Here are expanded steps that businesses can adopt to
navigate the shared responsibilities effectively.

The Imperative of Regular Audits

Regular audits aren't just checkboxes on a compliance sheet; they're the
pulse checks of any IAM strategy. Scheduled reviews of user roles and
permissions, complemented by automated scans, spotlight real-time
vulnerabilities. These practices transcend traditional security hygiene,
evolving into mechanisms that can preemptively deter potential breaches.

Proactive Vendor Engagement: A Two-Way Street

IAM, despite being deeply technical, is also about relationships. The
association between a business and its IAM vendor isn't transactional but
collaborative. Regular dialogues, be it through monthly check-ins or quarterly
deep dives, can unveil insights, new features, and evolving best practices.
Furthermore, businesses shouldn’t shy away from offering feedback. After all,
in the digital arena, adaptation is the precursor to evolution.

Crafting & Curating IAM Policies

IAM policies are the DNA of digital access. The Principle of Least Privilege
(PoLP) isn't just an industry jargon but the foundation of any secure IAM
framework. Coupled with comprehensive policy documentation, PoLP
ensures that every user is on a need-to-know, need-to-access basis,
minimizing potential threat vectors.

The Sanctity of Data Protection

Data often termed the ‘new oil,” needs more than just extraction and
utilization; it demands protection. Encryption, whether data is in transit

or resting peacefully in storage, is non-negotiable. But the safeguarding
journey doesn't stop at encryption alone. IAM data backup, often overlooked,
is a cornerstone of comprehensive data protection. In the event of
unforeseen failures, malicious attacks, or even human errors, the ability to
restore IAM configurations and access controls from a backup can be the
difference between business continuity and disruptive downtime. A robust
security posture ensures that data remains encrypted and inaccessible to
unauthorized entities and that its integrity and availability are preserved
through reliable backup solutions.

Ensuring Uptime: Beyond Business Continuity

Downtime is more than a technical glitch; it's a business bottleneck. A
proactive business invests in IAM solutions that prioritize redundancies
and the importance of replication. By replicating IAM data across multiple
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locations or environments, businesses ensure that access controls and
configurations remain consistent and available even in the face of
infrastructure failures or regional disruptions. This replication and built-in
redundancies ensure that outages remain anomalies, not norms. Alongside
these protective measures, performance monitoring and a meticulously
crafted disaster recovery plan fortify the uptime commitment, solidifying IAM
as a vital pillar of business continuity.

Compliance: The Ever-Evolving Labyrinth

In an era where regulations evolve to meet the challenges of the digital age,
businesses can't afford a reactive stance. A dedicated compliance team,
always abreast of the shifting regulatory sands, ensures that IAM supports
and reinforces compliance mandates. Documentation, detailed logs, and
audit trails become the guiding lights in the labyrinth of compliance.

FINAL THOUGHTS

Though facilitated by vendor tools, the intricate dance of IAM truly

comes dlive in customers’ hands. Their strategies, insights, and proactive
approaches transform these tools into formidable digital fortresses, ensuring
security, efficiency, and compliance in a world driven by data.

A leader in IAM resilience, Acsence, delivers reliability and security for IAM
customers, particularly Okta. They forge a partnership that emphasizes
customers’ critical role in the digital security realm. From facilitating
educational initiatives to providing the tools necessary for real-world
application, Acsence embraces the proactive approach modern businesses
require. Their platform seamlessly aligns with the rigorous audits businesses
demand, fosters collaborative engagements, and offers the flexibility to craft
precise IAM policies. In an age where IAM's complexities can be daunting,
Acsence emerges as the beacon guiding businesses towards security,
efficiency, and compliance.”
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CONNECTIVITY AND
AVAILABILITY: THE
ACHILLES" HEEL OF
SAAS |AM SOLUTIONS

CHRISTOPHER R. WILDER, SENIOR ANALYST, TAG
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INTRODUCTION

Software as a Service (Saas) solutions are growing exponentially, and one
of the growing areas (and challenges) is addressing Identity and Access
Management (IAM) needs. Sass-based IAM solutions offer many benefits,
including scalability, cost-effectiveness, and ease of use. However, like all
technologies, SaasS IAM solutions have inherent challenges, and no silver
bullet exists. Among these, connectivity and availability issues stand out
as the Achilles’ heel that can potentially undermine the effectiveness of
these solutions. This article will discuss the importance of connectivity and
accessibility in SaaS IAM solutions and best practices for organizations to
integrate a resilient and mitigate these challenges.

THE IMPORTANCE OF CONNECTIVITY IN SAAS IAM SOLUTIONS

Like all SaaS-based solutions, connectivity is at the core of success, as
these solutions are hosted on the cloud and accessed over the internet,
mMeaning that a stable and reliable internet connection is necessary for
users to authenticate their identities and gain access to resources.

However, connectivity issues arise due to various factors such as network
congestion, ISP downtime, or even simple geographical distance from the
server. These issues prevent users from accessing the necessary resources,
leading to productivity losses and potential security risks.

CUSTOMIZATION CONSIDERATIONS

Availability, on the other hand, refers to the ability of the SaasS IAM solution to be
always accessible and functional. IAM availability is crucial because businesses
operate around the clock, and downtime has significant repercussions.

Saas providers usually promise high availability, often upwards of 99.9%.
However, despite such high availability, downtime is still possible due to
server maintenance, unexpected outages, or cyber-attacks. When the
IAM solution is unavailable, businesses come to a standstill, unable to
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authenticate users or Mmanage access to resources.

THE CHALLENGE OF AVAILABILITY

Availability, on the other hand, refers to the ability of the SaaS IAM solution to be
always accessible and functional. IAM availability is crucial because businesses
operate around the clock, and downtime has significant repercussions.

Saas providers usually promise high availability, often upwards of 99.9%.
However, despite such high availability, downtime is still possible due to
server maintenance, unexpected outages, or cyber-attacks. When the
IAM solution is unavailable, businesses come to a standstill, unable to
authenticate users or manage access to resources.

MITIGATING THE CHALLENGES

Despite these challenges, businesses can take steps to mitigate the risks
associated with connectivity and availability issues in SaaS IAM solutions.
These include:

1. Choosing a Reliable Saas Provider: Businesses should carefully evaluate
potential SaasS IAM providers, considering their uptime history, types of
service level agreements (SLA), disaster recovery plans, and the robustness
of their infrastructure and redundancy.

2. Implementing Redundancy: With redundant internet connections and
failover systems, businesses can ensure uninterrupted access to their Saas
IAM solutions even during connectivity issues.

3. Planning for Downtime: Businesses should have contingency plans for
downtime, including alternative authentication methods or temporary
access protocols.

Additionally, we recommmend the following best practices for implementing
IAM solutions within the SRM framework. Security teams are pivotal for
enterprises using a SaaS-based IAM solution, but more is needed. IAM must
be integrated or aligned with others like multi-factor authentication (MFA)
and the adoption of zero-trust security models, both crucial for enhancing
defense against unauthorized access and ensuring secure and reliable
connectivity and availability.

TAG’'S TAKE

While connectivity and availability issues pose significant challenges to using
Saas IAM solutions, they are not insurmountable. With careful planning and
strategic decision-making, businesses can leverage the benefits of Saas IAM
solutions while minimizing the risks associated with these potential Achilles’
heel. As the digital landscape continues to evolve, it's clear that the future

of IAM lies in the cloud. However, businesses must be prepared to navigate
the challenges of this shift to ensure their security and success. Acsense

has a viable solution for organizations wanting to deploy a SaaS-based IAM
solution that integrates disparate systems and improves IAM availability.
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INTRODUCTION

Saas (Software as a Service) platforms are critical enablers in digital
transformation. With their cloud-native architectures, these platforms offer
businesses unmatched agility and cost-effectiveness while freeing them
from traditional infrastructure limitations. Yet, amidst this transformative
backdrop, its Identity and Access Management (IAM) capabilities remain
the bedrock of any robust digital ecosystem.

At its core, IAM governs who accesses what within a digital environment.

As businesses embrace Saas solutions, the IAM challenge amplifies. Why?
Managing access in a dynamic Saas landscape is akin to orchestrating a
rapidly evolving, multifaceted system where users, applications, and data
continuously interact in intricate patterns. This complexity is more than

just theoretical. It translates to real-world challenges for businesses. They
expand their operational environment by integrating more Saas offerings
into their ecosystem. Each addition introduces potential vulnerabilities, new
user groups, and data flows. This means that the IAM solution must be both
scalable and versatile.

While the need for effective IAM is clear, the path to achieving it in a
SaaS-centric world is less so. It's not merely about gating access but
comprehending the myriad interactions that define a SaasS environment.
As we dive deeper into this subject, we'll explore the nuances, risks, and
strategies businesses must consider.
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THE SAAS IAM RISK SURFACE

The realm of SaasS IAM, with its intricate configurations and protocols, attracts
a myriad of cyber adversaries. Their methods are ever-evolving, looking for
the slightest gap in the digital armor.

One significant vulnerability lies in the rush to integrate Saas solutions. In

the haste, organizations can sometimes overlook critical configurations,
inadvertently leaving gaps in their IAM policies. These unintended open doors
are a beacon for those looking to infiltrate.

Tokens, the modern keys to the digital kingdom, are another point of
contention. IAM systems frequently using these tokens for authentication
have become a coveted prize for cybercriminals. A stolen or manipulated
token can pave the way for unauthorized access, bypassing even the most
fortified digital walls.

Then there’s the human element, always a wild card in the security
equation. Phishing attacks, where attackers masquerade as trustworthy
entities to deceive users into providing their credentials, remain a
persistent threat. Such maneuvers can sidestep even the most rigorous IAM
safeguards, using the users they're meant to protect as their entry point.

Moreover, though commendable, the drive for efficiency and innovation
sometimes leads users down more-trodden paths. In search of better tools
or shortcuts, they might adopt unsanctioned SaaS applications—dubbed
‘Shadow [T These rogue applications, operating outside the purview of
standard IAM, can introduce hidden vulnerabilities lurking in the shadows,
ready to be exploited.

ACSENSE: THE GOLD STANDARD FOR
SECURE AND RESILIENT IAM

Platforms like Okta have established themselves as essential to the SaasS
identity and access management (IAM) matrix. Still, a clear need emerges
for enhanced IAM Saas$ security and resilience. The Acsense platform

has strategically positioned itself as a vital ally in this space, intricately
weaving a suite of features that cater to businesses’ myriad challenges. At
the forefront is Acsense’'s commitment to backup and recovery, a crucial
bastion against the omnipresent threats of cyberattacks, human errors,
and misconfigurations. With a commendable Recovery Point Objective of
roughly 10 minutes, Acsesne’s continuous data protection doesn't merely
shield; it actively engages, offering granular recovery options for singular or
interconnected data pieces.
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Venturing deeper into the compliance arena, Acsense’s prowess
becomes even more evident. The features resonate with businesses
aiming for global benchmarks such as HIPAA, SOC2, and ISO 2700 in an
age where regulatory adherence isn't just obligatory but a marker of trust.
Its audit-ready versioning is a testament to its forward-thinking approach,
streamlining audit processes and ensuring businesses remain one step
ahead. The isolated recovery environment, continuous integrity checks,
and infinite retention further amplify acesnse’s dedication to unblemished
data integrity.

But the crowning jewel in Acsense’s offering is its focus on continuous
replication. Recognizing the unpredictable nature of digital threats, acesnse
ensures businesses are not just reactive but proactively poised, with standby
environments and customizable recovery points. This level of preparedness,
coupled with a structured post-recovery disaster plan, signifies a holistic
approach to IAM resilience.

As an analyst observing the evolving landscape of SaasS IAM, it's
evident that while platforms like Okta are indispensable, realizing their
potential is magnified when paired with a robust partner like Acsense.
Their comprehensive framework addresses current challenges and
anticipates future ones, setting a gold standard in the realm of secure
and resilient IAM.
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CUSTOMIZATION IN
SAAS |AM SOLUTIONS
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INTRODUCTION

Software as a Service (Saas) Identity and Access Management (IAM)
solutions can offer organizations a convenient, scalable, and cost-effective
approach to managing user identities and access to organizational
resources. However, like any technology, they present trade-offs,
particularly in terms of control and customization that organizations should
be aware of and take into consideration as they evaluate these offerings.

CONTROL CONSIDERATIONS

When choosing a SaasS IAM solution, organizations relinquish a certain
degree of control over their IAM infrastructure and operations. With the
Shared Responsibility Model, the service provider manages the underlying
infrastructure, security policies, updates, and maintenance, shifting the
responsibility away from the organization. However, the customer still is still
responsible for access to the platform and the security posture within it.
This includes safeguarding identity credentials, enforcing access policies,
and managing data and permissions

This loss of control can be a cause for concern, especially for organizations
with stringent security and compliance requirements. Trusting a third-party
provider with the management of your sensitive user data and critical
access points entails risks related to data privacy, security breaches, and
compliance violations. The organization may have limited visibility into the
provider’'s security practices, backup and recovery procedures potentially
impacting their overall security posture.

Additionally, the organization is dependent on the provider’'s development
roadmap and update schedule. While this ensures the system remains up
to date with the latest features and security patches, it is typically done on
the provider’s desired timeframe and can also introduce changes that may
disrupt established workflows or require users to adapt to new features
without adequate preparation.
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CUSTOMIZATION CONSIDERATIONS

Another trade-off in SaaS IAM solutions revolves around customization and
configuration options. Saas IAM solutions often come with a standardized
configuration, providing a common set of features and settings that may
not align perfectly with an organization’s unique requirements. While this
standardization facilitates ease of deployment and use, it might not cater to
the specialized needs or specific workflows within an organization.

Customization capabilities in Saas IAM solutions are typically limited to
certain configurations within the provided framework. Organizations may
find themselves constrained by these limitations, unable to tailor the
solution to suit their distinct business processes adequately. As a result, the
organization might have to adapt its processes to fit the system, potentially
leading to operational inefficiencies, compliance gaps and resistance from
end-users.

Achieving the Additionally, a standardized configuration means that the SaasS IAM solution
may not seamlessly integrate with the existing IT ecosystem, necessitating
adjustments or workarounds. The lack of customization can inhibit the ability
to align the IAM system with organizational goals, security policies, and
compliance requirements.

right balance
between control
and customization
is crucial for
organizations CONCLUSION
seeking to maximize
the benefits of Saas
IAM solutions.

In conclusion, SaasS IAM solutions present trade-offs in terms of control

and customization. Achieving the right balance between control and
customization is crucial for organizations seeking to maximize the benefits
— O S0aS |AM solutions. Organizations must weigh these trade-offs carefully
based on their specific needs, industry regulations, and risk tolerance when
considering the adoption of SaasS IAM solutions. It's essential to thoroughly
assess the capabilities and limitations of the chosen SaaS IAM provider to
ensure it aligns with the organization’s security, compliance, and operational
requirements. Choosing a partner with the experience and tools to navigate
these issues is central to smooth implementation.

As a leader in IAM compliance and resilience, Acsense, delivers data
protection, business continuity and compliance management for IAM
customers, particularly Okta. Their platform seamlessly supports rigorous
business audit requirements, delivers unparalleled backup and recovery
options, and offers compliance mapping to industry standards such as
HIPPA, SOC2 and ISO 27001.
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STRATEGIES TO MITIGATE
SINGLE POINTS OF FAILURE
IN SAAS [AM SOLUTIONS
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INTRODUCTION

The cybersecurity risk of having single points of failure (SPOF) in an

IT infrastructure should be pretty obvious to any enterprise security
practitioner. That is, if some malicious adversary can create serious
problems by simply targeting a single process, single function, or other
single entity, then the likelihood of success for an attack campaign
increases considerably.

SaaS-based Identity and access management (IAM) usage, as evidenced
by the deployment of tools such as Oktg, is a great example of the type of
essential IT infrastructure component that bad actors will target. When the
IAM system for an enterprise is broken or degraded, for example, then the
business is probably also broken. IAM is thus a great target for cyber threats.

For this reason, the motivation to create good strategies to mitigate the
existence of single points of failure (SPOF) is high — and represents the
purpose and topic addressed in this article. Below we present three such
strategies, differentiated at a high level, and organized based on the broad
management, technical, and operational steps involved in implementation.

THREE STRATEGIES

The three strategies we propose below are designed to help practitioners
approach the problem of preventing SPOFs from causing serious issues in
the achievement of the local enterprise mission. We restrict our focus to
SPOFs that are part of SaaS IAM infrastructure versus those associated with
adjacent services such as power or facility services.

STRATEGY 1: ESTABLISH REDUNDANCY AND FAILOVER

The first approach we recommend that enterprise security teams consider
involves the establishment of redundancy and failover mechanisms.

This will be especially useful for SaaS IAM components such as Okta.
Redundancy could involve creating duplicate components or systems that
can seamlessly take over if the primary system fails.
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In the context of IAM, this might mean deploying multiple instances across
geographically diverse data centers. In the event of a serious failure or
outage in one location, the redundant instance can continue to provide
essential identity and access services, ensuring uninterrupted user access.

Failover mechanisms complement redundancy by automating the process
of switching from a failed component to a redundant one. The most

secure and cost-effective strategy, however, would involve working with a
commercial partner that specializes in establishing good cyber resiliency,
and IAM resilience vendor Acsense is a great commercial option.

STRATEGY 2: DEVELOP DISTRIBUTED AND
MULTI-FACTOR AUTHENTICATION ARCHITECTURES

A second approach that can mitigate SPOFs in IT architectures, and IAM
systems in particular, would involve implementing distributed and multi-
factor authentication (MFA) solutions. By diversifying the authentication
methods and spreading them across various systems and factors, the
system becomes less reliant on a single point for user verification.

For instance, Okta can integrate with multiple authentication providers,
including biometric scanners, smart cards, and mobile authentication apps.
Such diversity is critically important as enterprise teams continue to replace
their perimeter controls with a more identity-focused virtual perimeter.

In addition, enforcing MFA ensures that users must provide at least two
forms of authentication (e.g, something they know, something they have, or
something they are), thus reducing the risk of unauthorized access, even if
one factor fails. In such cases, just as in the previous case, partnership with a
cyber resiliency vendor such as Acsense will help to ensure SPOF avoidance.

STRATEGY 3: PROVIDE FOR CONTINUOUS MONITORING

The third approach we recommend for SPOF avoidance involves continuous
monitoring and establishment of good disaster recovery plans. Cyber
resilience in IAM systems is not only about preventing SPOFs but also about
being prepared for them. Continuous monitoring and well-defined disaster
recovery plans are crucial in this regard.

Continuous monitoring involves real-time tracking of system performance
and security events. In the case of Oktag, it can include monitoring for unusual
login patterns, unauthorized access attempts, or abnormal resource usage.
Early detection of potential issues allows for proactive measures to be taken
before a failure occurs.

As with the previous two strategies, we like the idea here of establishing a
sound base of IAM resilience through partnership with a vendor such as
Acsense. Readers interested in initiating a source selection process in this
areq, including obtaining more detailed information on vendors such as
Acsense, can contact TAG for assistance.
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TAG is a trusted next generation research and advisory company that utilizes an Al-powered SaasS
platform to deliver on-demand insights, guidance, and recommendations to enterprise teams,
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science/sustainability.
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